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A study on Detection System of Backscatter due to DDoS Attack

EIR s, S —

Tonan Kurihara and Koichi Yamazaki

FENNRFLFEEY 7 b =T A =0 58,

194-8610  HUAUALHT 1 £ FF6-1-1

Department of Software Science, College of Engineering, Tamagawa University,
6-1-1 Tamagawagakuen Machida-shi Tokyo 194-8610

Abstract
In this paper, we consider the machine learning system, which was proposed in a preceding work, that detects
Distributed Denial of Service (DDoS) backscatter packets from those observed in the darknet. We analyze the
effect of 14 feature values on the precision and the learning time of the system. Packets for 80/TCP are used for this

study. It is shown that some feature values improve precision of backscatter detection at the cost of the learning
speed, and the other increase the learning speed with little loss of precision.
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